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NMEPCMNEKTVMBHbBIN
MOHWUTOPWHT

HenpepbiBHOE B3aMMOOENCTBUE C
LieHTpom [('ocCOIlMKA

PykoBoguTenb ob6ocobrieHHOro nogpasaeneHus

Makcum KyBImInHOB
B . HoBocubupck



['eorpadpuna ogpmucos AO «[1TM»

CaHkT - NeTepbypr v

MockBa
[leH3a

HoBocubupck &
Tomck

Bxogum B rpynny komnaHun «MHGoTeKCx»




LIeHTp MOHUTOpPUHra (B undpax)

15000 >20000 6

CoObpITHH B CeKYyHAY  KOHEYHBIX aT€HTOB llomnepxuBaem
SIEM/LC

>400 >50 >150000

CeTEeBBIX CCHCOPOB IlognepxuBaem NuadpacTpykTypa

IDS/IPS ViPNet TIAS y3J0B

7014 c 2017 rona 24/7

roJ 3amycka HGHIPFOCCOHKA PCKUM

Ki1acca A COIIPOBOXJICHUA



[lpoekTbl B CHO "

Kysbacc KpacHoapckun
Kpau

1,2,3 NnUHUS 2.3 TUHUIA

Pecnybnuka XornauHr

TbiBa ?/“f «HoBamopt»

HOBAIMOPT
j 1,2 nnHns ASPOMOPTHI POCCHIA 1,2,3 tuHuUs




Kakne npobnembl peLllaeT
LleHTp [ ocCOI'KA?



UTO BXOOUT

AHanNn3 KOMMbTEPHbIX aTak (MHUMOEHTOB)

Ennnas Cucrema ynpaBJ€HUA HHIIAAECHTAMHU

Tectel Ha npoHuKkHOBeHUE (Pentest)

Tronunr konpurypanuu WAF/S

M

Bzaumopgencrsue ¢ HKIIKM, ®CO Poccun

Tl Feeds(IOC)

OKCIIEPTHI-MCCIE€ O0BATEIN. ba3a 3HaAHUU
IIponeccel. SLA. Playbook/runbook

KateropupoBanue o0bektoB KMU

V1 MHoroe gpyroe



KnbepnonuroH



%
! MOHUTOPWMHIA

MHd)paCprKTypa

-— - prnna
pearnpoBaHus



NHdpacTpykTypa Ampire

MorpaHnyHbIn

MapLpyTupnsaTop
WNHTepHeT

el

= BHewHwi CepBucel
HapywnTenke | npoeangepa

BHyTpeHHNA 5?1 BHewHuA
MapLpyTupn3aTop (M HapywwnTenb

Be6- Be6-
noptan 1 noptan 2

C%:) AaMuHUcTpaTopbl 6esonacHoCTH

‘ VM ‘ lpynnbl
pearvposaHuna

FTP-cepsep

Moptan Ampire 5 5
KoHTponnep MouToBEIN Qaiinosbiin

| AomeHa cepsep | cepeep
MonbzoBaTenn

Cepsep VipNet VipNet
6a3bl AaHHbIX IDS HS IDS NS

pynna
MOHWTOPWHra

pynna

pearnpoBaHns PaspaboTumkn

ACY TN

Cepeep
pa3paboTkm ‘ VM ‘ Server SCADA




ba3zoBble cueHapun

3awmTta 6a3bl AaHHbIX
NpEeANPUATUS

3amuTa KOHTpOJJepa JOMEHa
npeanpUusITHS

3amuThl GanaIoBOIroO cEpBEpa
npeanpustuga (MS17-070)

3amuTa naHdabIX ceTMmeuTa ACY TII

3amnTa HAYYHO-T€ XHUYE CKO U
MHOOpMALUKU OpEAOPUATUSA

3amuTa KOpIOpPaTUBHOTO IMOopTajda
OT BHYTPECHHETO HAP YIIUTE I



PIRE

Y4yebHO-TpeHupOBOYHAS miIaT@opMa CONCPIKUT CIICHAPHUH Pa3JIMIYHOM CIOKHOCTHU
Aas IPOBEACHUSI KHOCPYUCHUM, CEpTU(P UKALMOHHBIX TECTOB U OTPa0OTKHU
HEOOXOJTUMBIX HABBIKOB.

\  ETYDYR|5
O %\ UNIVERSITY

Poccunckum
TeXHO0OrMYeCcKnm
YHUBEPCUTET




[lpaBoBbIe

VYka3 IIpe3ugenta PO Noe250 «O 10mMOIHUATEABHBIX ME€PaxX 10 00€ CIICYEC HUIO
nH(pOopManuoOHHOM Oe30omacHocTu Poccuiickon denepanum».

denepanbHblid 3aKOH «O 0€30MaCHOCTH KPUTUYE CKO U
MHPOpMaLMOHHON HHP pACTPYKTYphI» 187-D3.

denepanbHblidi 3aK0OH «O0 HHPOpMaLIUU, HHP OPMaALMOHHBIX
TEXHOJIOTHSIX M O 3aIiUTe HHpopManuu» 149-O3.

KoHuenuua T'ocCOIIKA.



AaTh BO3MOXKHOCTh OIPEIIO1aBaATE IO
CAaMOCTOSITEIHLHO MMOATOTABINBATH ITA0JIOH
OpTraHu3aluu U POPMHUPOBATH BEKTOP aTaKHu
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= [Kaprouka TpeHUpOBKMH

& Kgeect29_11

B, AMPIRE

OBUIAR MHPOPMALIUA WMHLIMAEHTbI YHACTHUKM CXEMA IWABNOHA NOrv COBLITHA ATAKM
OBLUAA UHOOPMALLWA O TPEHUPOBKE Ha4ano TPeHUpPOBKY 29.11.2022 12:16 YYacTHUKK =
Ha3gaHHe TRe HHPOBKK Keect 29_11 KOWel TPeHUPOBKM 29.11.2022 1311 FPYNNA  test
laGnou MpeanpuaTtne (koHdurypaTop) 75 MOHWTOPWHT - 0/1
Shairs oAy TN T PEAHPOBANME rm 012
Mpynna test
Py N NEP PEATUPOBAHUS  WesceTH
Craryc TpeHHpoBKK Iamepuera &
OocTynublie geAcTeMn CHEMBTE OTWET Cxema wa6noHa Cxauatb METOAWYECKWE
MaTepuanb
s S ) MHUWAOEHTHI
i ZEROLOGON IGSS32
DUPLICATOR HoBbie 0/0
YCTPAHEHO YCTPAHEHO YCTPAHEHO PaccmaTtpuBaloTca 0/0
3 / . . J J 3akpbiTbie 0/0
Llenouku kubepaTakm 0/1
I N f
s 3 ) AOCTYNHBLIE PECYPCbI
IGSS32 REVERSE
AD USER WORDPRESS DEFACE Ynanéunoe paboyee mecto  10.10.211.235[F) @
SHELL
YCTPAHEHO YCTPAHEHO YCTPAHEHO SecOnion 10.10.211.114
3 / 3 e = = ViPNet TIAS Wnopmaumn oTcyTcTayet
ViPNet IDS NS 10.10,211.128




Koudwurypatop cueHapues

. McxoHbie JaHHbIe

CTapToBble NnapaMeTpbl

LWaGnow NpeanpuATHE
HapyliuTens BHelHWA HapywuTeAb
CTapToBbid cermMeHT HHTEpHET

JapameHHBIH XOCT XocT OTCYTCTRYET

Cnwcoxk C3N

L ETMEeHT
Yien
YRAIBMMOCTE

lloCcnefcTBMe

CerMedT
Y2
YAIBMMOCTE

MocneacTeve

2R AMPIRE

. Bextop ataku
Jran N21
DMZ
Umbraco
Umbraco

Umbraco WebShell Backdoor

3tan N22

uon
MS Exchange

Exchange ProxyLogon
Exchange China Chopper

+ MOOBABWTD

BoibepuTe cermeHT
uon

BoibepuTe y3en
MS Exchange

BbibepuTe yR3BUMOCTb

Exchange ProxyLogon
D TpefyeTch CKaHWpoBaHKe

BoiGepuTe nocneacTene

. Camsia 3Tadm

Exchange China Chopper




TexHn4ueckas

EnuHcTBeHHAd yde OHO-TpEHUPOBOYHAS
miat@opma, B COCTaB KOTOPOU BXOAT
C3U nuneliku ViIPNet

B03MOXHO yaaji€HHOE
NOJKIIYECHUE K MIaThopMe

YcTaHaBnmMBaeTcs HEMNOCPEONCTBEHHO
Ha UHPpACTPYKTypE 3aKa34ynuKa

oK e
=



LleneBaga ayautopus

o CTygeHTbl ¢ 6a3oBbiM 3HaHMeM TCP/IPceteii, koTopbie MIaHUPYIOT
paboTaTh B chepe 3ammuThl HUHPOPMAILUH.

o Wb-cneumnanucTbl , KoTOpbIie XOTEIH OBl BEIICIUTHCSI CPEaU OPYyTUX
KaHAUJAaTOB ITYyOOKMMHU 3HAHUSIMH B OIIpeAeIE HHBIX 00JIaCTAX.

o T-cneunanucTtbl : HOBUMKU © T¢, KTO XOTEJI OBl YBECIHMUYUTh IEPCUCHD
HaBBIKOB B pe3IOMC.




B nocTaBky

[IporpammHoe obecnevyeHune
) TexHuueckas nmoaaepxrka
Ampire

IlogroToBka npenojgaBarejicu

OOHOBJIEHNE KOHTEHTA
OJIsI pabOTHI C KOMILIEKCOM

Paboyas nporpamma,

MCTOIHUYCCKHUC MATCPHUAIIBI
KomMnnekc npoaosmKuT

paboTaTb U 6e3 Texnoanep>Kku



KnbepyveHus

=
|
CopeaHoBIHWMA
| ETpeTes (rEepirenn 1 Gase
| T S T [ e————







MEPCMEKTMBHbIN
' MOHNTOPUHI

Cnacunbo
3a BHUMaHue!

Makcum KyBmuHOB

PykoBoautens 060cobmneHHOoro
nogpasneneHuns r. Hosocmbumnpck

+7 (495)737-61-97

Maksim.Kuvshinovi@amonitoring.ru

e t.me/pm public amonitoring.ru
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https://t.me/pm_public
https://amonitoring.ru/
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